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(54) Data access system and method with proxy and remote processing 



(57) Access system and method for accessing data 
in a network allowing to reduce communication load in 
a client and server scenario. Requests from the client 
may be not directly executed, but handled by a proxy 
server which retrieves the requested data from an ap- 
propriate data server and determines whether further 



rendering or processing of the data is necessary. The 
data may be temporarily stored and a processing server 
may render the requested data appropriately, e.g., on 
request by the client upon receiving a link message from 
the proxy server, and transmit the rendered data to the 
client for further handling or visualization. 
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transmitted to the client. 

[0014] In a further embodiment the requested data 
may be retrieved from a data server and intermediately 
stored in a memory it it is determined that the requested 
data have to be rendered before transmission to the cli- 5 
ent, and the processing server may be further arranged 
for retrieving the data stored in the memory. 
[001 5] The proxy server may be arranged to transmit 
address information of the requested data to the 
processing server, and the processing server may ar- io 
ranged to retrieve the requested data from a data server 
using the address information. 
[001 6] The proxy server may include means or a code 
section containing instructions for generating a link mes- 
sage containing address information of the requested 15 
data, and means for transmitting the link message to the 
client enabling the client to request the data from the 
processing server. 

[0017] The link message may further include at least 
one of the group consisting of address information of the 20 
processing server, data type information describing the 
requested data, a client identifier, and a session identi- 
fier. 

[0018] The address information of the requested data 
may be constituted by an URL (uniform resource loca- 25 
tor) and the data type information by a MIME (multipur- 
pose internet mail extension) type. 
[001 9] The proxy server may include means or a code 
section containing instructions for direct transmission of 
the requested data to the client in case it is determined 30 
by the determining means that the requested data do 
not have to be rendered before transmission to the cli- 
ent. 

[0020] At least the proxy server, the processing server 
and the temporary memory means may be connected 35 
by a local area network, by a wide area network or a 
combination thereof . 

[0021] Further, a plurality of processing servers may 
be provided and means to determine at least one of the 
processing servers for rendering , and wherein the proxy *o 
server may be arranged to receive requests for data 
from a plurality of clients and to retrieve data from a plu- 
rality of data servers. 

[0022] The processing server may be arranged to di- 
rectly transmit the rendered data to the client or on a 
return path including the proxy server. 
[0023] The processing server and the proxy server 
may be constituted by a single data processing device. 
[0024] A client may comprise means or a code section 
containing instructions to receive and analyse a link so 
message from an access system, and a data handler or 
a code section containing instructions for establishing a 
communication link between the client and the process- 
ing server and for receiving and handling rendered data 
from the processing server. 55 
[0025] A client may comprise pre-selection means or 
a code section containing instructions for performing a 
pre-selection of requests for data into requests requiring 



rendering of data and requests which do not require ren- 
dering of data and for transmitting requests requiring 
rendering to the proxy server, and for directly retrieving 
data in case it is determined that the requested data do 
not require rendering before transmission to the client. 
[0026] Further advantageous embodiments of the in- 
vention are disclosed in further claims. 

BRIEF DESCRIPTION OF THE DRAWINGS 
[0027] 

Fig. 1 shows a block diagram illustrating an access 
system according to an embodiment of the in- 
vention, 

Fig. 2 shows a flow diagram illustrating a sequence 
of messages transmitted in the method ac- 
cording to another embodiment of the inven- 
tion, 

Fig. 3 shows a flow diagram illustrating a sequence 
of messages in accordance with another em- 
bodiment of the invention, 

Fig. 4 shows a block diagram illustrating an access 
system according to an embodiment of the in- 
vention, 

Fig. 5 shows a block diagram illustrating an access 
system according to another embodiment of 
the invention, 

Fig. 6 shows a flow diagram illustrating a sequence 
of messages transmitted in accordance with 
another embodiment of the invention, 

Fig. 7 shows a flow diagram illustrating a sequence 
of messages transmitted in accordance with 
another embodiment of the invention, 

Fig. 8 shows a flow diagram illustrating a sequence 
of messages transmitted in accordance with 
another embodiment of the invention, and 

Fig. 9 shows a block diagram illustrating an access 
system according to another embodiment of 
the invention. 

DETAILED DESCRIPTION OF THE PREFERRED 
EMBODIMENTS 

[0028] Throughout the figures corresponding refer- 
ence signs denote corresponding entities. 
[0029] In the following a first embodiment of the in- 
vention will be described with respect to Fig. 1. Fig. 1 
shows a schematic block diagram of an access system 
and a client for accessing data in a network according 



3 



3NSDOCID: <EP. 



1182576A1_L> 



[0044] It is noted that the processing server 15 may 
render the requested data interactively under control of 
the client, based on instructions from the client e.g., in 
case a user wishes to scroll through a document or edit 
parts of a document. 

[0045] Data transmission between the individual en- 
tities of the system shown in Fig. 1 may be accomplished 
via networks or dedicated communication links includ- 
ing wireless transmissions. 

[0046] Further, it is noted that in case the proxy server 
12, e.g. due to a previous request, already stored re- 
quested data in the temporary memory means 14 : re- 
peated retrieval of the same data files from a data server 
may be avoided by suitable measures, e.g., keeping a 
log of retrieved data files at the proxy server or by check- 
ing the temporary memory means upon receiving a re- 
quest. 

[0047] It is further possible that the access system for 
accessing data in a network comprises a proxy server 
1 2 arranged for receiving a request for data from a client 
11 and for determining whether the requested data have 
to be rendered before transmission to the client, and a 
processing server 15 arranged for rendering the data 
and for transmitting the rendered data to the client 11 . 
[0048] Since proxy server retrieves requested data on 
behalf of the client and the processing server renders 
the requested data, it can be avoided to transmit large 
amounts of data containing the originally requested data 
via communication links to and from the client. Instead 
oniy rendering results are transmitted to the client, po- 
tentially consisting of small amounts of data, e.g. screen 
contents for visualisation at the client and similar. Thus 
latency for accessing data from the client can be re- 
duced, particularly in case the client communicates via 
low bandwidth connections, such as to and from a mo- 
bile terminal. Thus, the invention according to the above 
embodiment allows to reduce band width requirements. 
[0049] Still further, in case it can be determined 
whether rendering is necessary without retrievingthe re- 
quested data, e.g. at the proxy server or the client, it is 
possible that the requested data are not at all or not fully 
retrieved by the proxy server, but only information on the 
location of the requested data is transmitted to the 
processing server 15, for example a URL, as indicated 
by an arrow 1 1 7. The processing server can then re- 
trieve the requested data from the data server in prep- 
aration of rendering, as indicated by an arrow 118. 
[0050] In this case the p roxy server may retrieve some 
of the requested data, for example a part of the request- 
ed data including data type information until a decision 
on rendering is possible and then stop retrievingthe re- 
quested data. The already retrieved portion of the data 
may then be discarded. The temporary memory means 
14 is not necessary in this case. 
[0051] It is also possible that the client, upon gener- 
ating a request, directly accesses the processing server, 
for instructing the processing server to retrieve and 
render the requested data. 



[0052] It is noted that a computer readable medium 
may be provided, having a program recorded thereon, 
where the program is to make a computer or system of 
data processing devices execute functions of the above 
described elements, particularly of the proxy server and 
the processing server. A computer readable medium 
can be a magnetic or optical or other tangible medium 
on which a program is recorded, but can also be a signal, 
e.g., analog or digital, electromagnetic or optical, in 
which the program is embodied for transmission. 
[0053] Further, a computer program product may be 
provided comprising the computer readable medium. 
[0054] The functions of the processing server and the 
proxy server may be realized by executing code sec- 
tions on a single data processing device. This data 
processing device may execute still further functions, 
such as functions of a web server or similar. 
[0055] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 2. Fig. 2 
shows a flow diagram of steps performed in the method 
according to an embodiment of the invention, e.g. in 
case a client wishes to access data in a network. 
[0056] The processing steps may be performed at the 
embodiment of the access system described with re- 
spect to Fig. 1 , however are not limited thereto. 
[0057] In a first step S21 a client generates a client 
request for data and transmits this request to a proxy 
server. The client may be configured to transmit all re- 
quests to the proxy server or only selected requests, e. 
g. selected in accordance with a type of request, type of 
data requested, data file sizes or similar. 
[0058] In a step S22 the proxy server retrieves the re- 
quested data from a data server which may be accessi- 
ble though a network of data processing devices such 
as a local area network or a wide area network. It is not- 
ed that the proxy server may omit the step of retrieving 
the requested data : in case the data were already re- 
trieved at an earlier point in time and are locally availa- 
ble. 

[0059] Then it is determined in a step S23, for exam- 
ple at the proxy server, whether a rendering of the re- 
trieved data priorto transmission to the client is required. 
In case the decision is "YES", i.e. it is determined that 
rendering is necessary, the data are rendered in a step 
S24 : for example by a processing server or by the proxy 
server. The rendering may be performed as outlined 
with respect to Fig. 1 . 

[0060] After performing the rendering operations ren- 
dered data are transmitted to the client in a step S25. 
[0061] In case the decision in step S23 is "NO", i.e. it 
is determined that rendering is not necessary, the data 
are directly transmitted from the proxy server to the cli- 
ent. 

[0062] It is noted that the sequence of steps may be 
varied, e.g. step S23 may be executed before step S22, 
as it may already be determined whether rendering is 
necessary before the requested data are retrieved. 
[0063] According to the above processing steps, in 
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' request from a client entity is routed through the proxy 
entity, which retrieves the requested information and 
transmits it to the client entity. However, it is also possi- 
ble that the client 41 only sends selected requests to the 
proxy server 42, i.e., that the proxy server is registered 
at the client as a proxy only for selected requests, e.g., 
requests concerning certain documents, applications or 
data types or requests that require rendering, whereas 
all other requests may be directly executed by the client 
41 without being routed through the proxy server, as in- 
dicated by a dashed line 401. Registration as a proxy 
may depend on the site to be accessed, i.e. be domain 
dependent. Thus Domains known to contain data requir- 
ing rendering would be accessed through the proxy 
server, whereas other domains could be accessed di- 
rectly. 

[0080] The request for data from the client 41 may be 
in a standard format, e.g. as used in packet switched 
networks. A request may, for example include an URL 
of a desired document. 

[0081 ] The proxy server 42 in the embodiment of Fig. 
4 comprises retrieving means 421 , e.g. a retriever or a 
code section containing instructions for retrieving the re- 
quested data from data server 13 upon receiving the re- 
quest for data from the client 41 . Preferably this involves 
sending a request from the proxy server 42 to the data 
server 13. The data server then obtains the requested 
data from its memory and transfers the requested data 
back to the proxy server 42. As before, the data server 
13 may be any server of a public network, such as the 
I ntemet, or may be a server of a local area network, such 
as a company-wide intranet. The retrieving means may 
also be constituted by a programmed data processing 
unit or realized in hardware. 

[0082] Determining means 422 at the proxy server are 
provided for determining whether the requested data 
have to be rendered before transmission to the client. 
The determining means 422 may for example be real- 
ized by a calculation unit or by a code section containing 
instructions for determining whether rendering is neces- 
sary, for execution on a data processing device, e.g. the 
proxy server itself or a data processing device connect- 
ed to the proxy server. The retrieving means may thus 
be constituted by a programmed data processing unit 
or be realized in hardware. 

[0083] Rendering may for example be needed in case 
the client does not have the necessary software tools to 
visualize the requested data. Information on software 
tools available at the client may for example be trans- 
mitted f romthe clientto the proxy server with the request 
for data or may be provided with client specific informa- 
tion available at the proxy server. For example, client 
specific information specifying browser capabilities or 
software tools available at the client could be stored be- 
forehand in a client file in a memory which is accessible 
from the proxy server. The client specific information 
could be generated at the time when the client logs onto 
the proxy server and upon receiving a request the proxy 



server could retrieve and analyse the client file and a 
decision whether rendering is required could be based 
on the analysing result. The client specific information 
could also include user preferences configured before- 
5 hand at the client, specifying cases where rendering is 
desired. 

[0084] Further, rendering may also be required in 
case it is determined that the requested data should not 
be directly handled by the client itself, e.g., in depend- 
to ence on a file size of the requested data, as large file 
sizes introduce high latency, particularly in case the cli- 
ent is connected to the network through a low bandwidth 
communication link and/or in case the client has a low 
capacity central processing unit. For example, render- 
15 jng could be decided to be necessary in case the client 
is communicating through a low bandwidth communica- 
tion link such as a standard telephone line or a wireless 
link, and requests concerning documents with a f ile size 
larger than, e.g. 1 Mbyte are received at the proxy serv- 
20 er. 

[0085] Further, rendering could be decided to be nec- 
essary in case a request has high processing demand 
and the client is constituted, e.g. by a small size mobile 
device such as a mobile phone or a mobile organizer 

25 with limited processing capabilities. 

[0086] Rendering may also be required in depend- 
ence on an application associated with the requested 
data or the type of operation to be performed with the 
requested data, e.g. in case a small part of a bitmap 

30 image is to be visualized at the client or in case only 
selected pages of a large document are to be displayed 
at the client, e.g. for scrolling through a document or for 
editing a part of a document. 

[0087] It is noted that it is also possible that informa- 
35 tion whether rendering is desired is transmitted with the 
request for data from the client, e.g. contained in an 
URL. For example, it may be determined with request 
whether a document should be opened locally, i.e. with- 
out rendering, or whether the document should be ren- 
40 dered, i.e. handled remotely, and only data frames for 
display should be transmitted to the client. In this case 
the determining means 422 analyses the request from 
the client in order to determine whether rendering is nec- 
essary. 

45 [0088] It is further noted that the decision on rendering 
may in some cases be reached without retrieving the 
requested data or only part of the requested data by the 
proxy server, e.g. based on the request from the client 
or header information of the requested data. 

so [0089] In case the determin ing means 422 concludes 
that the request received from the client 41 does not re- 
quire any rendering steps . i.e., further processing or re- 
writing of data, the proxy server 42 may directly transmit 
the requested data to the client 41 . However, it is noted 

55 that also in this case the proxy server may perform op- 
erations on the requested data, e.g., format conversions 
or similar. 

[0090] In case it is determined that the requested data 
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quested data, e.g. at the proxy server or the client, it is 
possible that the requested data are not at all or not fully 
retrieved by the proxy server, but only information on the 
location of the requested data is transmitted to the 
processing server 15, for example a URL, as indicated 
by an arrow 117. The processing server can then re- 
trieve the requested data from the data server in prep- 
aration of rendering, as indicated by an arrow 118. 
[0103] Inthis case the proxy server may retrieve some 
of the requested data, for example a part of the request- 
ed data including data type information until a decision 
on rendering is possible and then stop retrieving the re- 
quested data. The already retrieved portion of the data 
may then be discarded. The temporary memory means 
14 is not necessary in this case. 
[0104] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 5. Fig. 5 
shows a schematic block diagram of an access system 
for accessing data in a network according to another 
embodiment of the invention. 

[0105] The embodiment shown in Fig. 5 is similar to 
the embodiment shown with respect to Fig. 4 : however, 
the requested data, after being intermediately stored in 
the temporary memory means, are rendered and trans- 
mitted to the client only upon request from the client. 
[0106] Fig. 5 illustrates a client 51 including a data 
handler 51 1 and pre-selection means 51 2, a proxy serv- 
er 42, the data server 1 3, the temporary memory means 
14 and the processing server 43. 
[01 07] In the scenario shown in Fig. 5 the client, upon 
emitting a request for data to the proxy server 42 as il- 
lustrated by arrow 111, e.g. containing an URL, the 
proxy server 42 generates a dummy response or link 
message 521 for instructing the client to redirect the re- 
quest for data to the processing server 43. This may be 
accomplished by a code section containing instructions 
executed at the proxy server or by dedicated hardware. 
[0108] The link message may include information on 
the storage location of the requested data, e.g. an URL 
or similar, specifying the storage location in the tempo- 
rary memory means 14. Further, the link message may 
include address information of the site responsible for 
further processing or rendering of the requested data, 
e.g., of the processing server 43, and may include infor- 
mation needed for establishing a communication link to 
the processing server 43. Address information of the site 
responsible for rendering of the requested data is par- 
ticularly useful, in case a plurality of processing servers 
is provided. 

[01 09] However, it is also possible that the client may 
be configured to connect to a predetermined site upon 
receiving a link message, e.g. to the processing server 
43, in which case the link message does not need to 
contain address information of the site responsible for 
rendering of the requested data. 
[01 1 0] The link message may further include informa- 
tion on required rendering steps and may include infor- 
mation on the data type or format of the requested data 



after rendering, particularly in case the data format will 
change during rendering, e.g., a MIME type. 
[0111] The link message may also include user infor- 
mation, e.g. a password for authentication purposes 

5 and/or a session identifier (session ID). A session ID 
may be particularly useful in case the client previously 
generated a similar request for data and the processing 
server already launched a required application for ren- 
dering beforehand and/or already accessed the re- 

10 quested data. 

[0112] The link message will be transmitted from the 
proxy server 42 to the client 51 as illustrated by an arrow 
521. Accordingly, instead of an expected response, e. 
g., containing requested data, the client receives from 

is the proxy server a message indicating that the data may 
not be obtained from the proxy server 42 but from an- 
other site. 

[0113] The client 51 , upon receiving the link message 
from the proxy server 42, preferably analyses the link 
20 message and generates a corresponding request for the 
processing server 43 concerning the requested data 
and transmits same to the processing server as illustrat- 
ed by an arrow 522. 

[01 14] This request may specify the expected data, e. 
25 g. an URL, and/or data type information and/or informa- 
tion on execution of a particular protocol at the client. 
[0115] The processing server 43 in response to re- 
ceiving the request from the client 51 preferably access- 
es the temporary memory means 1 4 and loads the orig- 
30 inally requested temporarily stored data. Then, after 
performing the required rendering steps, as outlined be- 
fore in detail with respect to previous embodiments, the 
processing server may transmit the rendered data to the 
client 51 for further handling and/or visualization purpos- 
es es. 

[0116] The client 51 may further comprise the data 
handler 511 and upon receiving the dummy response 
from the proxy server 42, may activate the data handler 
511 for establishing a communication link between the 

40 client 51 and the processing server 43 and/or for han- 
dling data from the processing server 43. 
[0117] The data handler 511 may be realized by a 
hardware unit or by executing a code section containing 
instructions on a data processing device for establishing 

45 a communication link between the client and the 
processing server and to generate commands for exe- 
cution by the processing servers to manipulate the re- 
quested data and/or to visualize or further process re- 
ceived information. The data handler 511 may include 

so e.g. a suitable plug-in such as a suitable plug-in, tools 
for page by page viewing, Active-X control, Java applet 

* 

or similar. 

[0118] For example, the data handler 511 may be 
started upon receiving the link message from the proxy 
55 server and further, the link message may include infor- 
mation for allowing the data handler to contact the 
processing server 43 for establishing the communica- 
tion link. When the communication link is established, 
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quested data, transmission bandwidth, processing 
bandwidth and similar, as outlined before. 
[01 35] In case rendering is determined not to be nec- 
essary, i.e. the decision in step S62 is "NO", the data 
may be directly transmitted to the client and the flow 
ends. 

[0136] In case the proxy server determines that ren- 
dering is necessary, i.e. the decision in step S62 is 
"YES", in a step S63 the proxy server generates a link 
message and transmits the link message to the client. 
As outlined before, the link message may include ad- 
dress information of the requested data indicating a stor- 
age location in the temporary memory means, such as 
an URL. Further, the link message may specify a host 
for performing the rendering, preferably the processing 
server. Furthermore, the link message may contain in- 
formation allowing the client to establish a communica- 
tion link to the processing server and finally, the link 
message may contain a user identifier (user ID) and/or 
a session identifier (session ID) specifying a communi- 
cation link to the processing server. 
[0137] In a step S64 the client receives and analyses 
the link message from the proxy server. In case the link 
message contains information on a protocol to be start- 
ed in order to communicate with the processing server, 
corresponding software tools may be started at the cli- 
ent in order to contact the processing server. After es- 
tablishing a communication link between the client and 
the processing server 15 the client in a step S66 trans- 
mits instructions regarding the requested data to the 
processing server. 

[0138] In a step S67 the processing server retrieves 
the requested data and renders the data, preferably ac- 
cording to the requests received from the client and in 
a step S68 the processing server transmits the rendered 
data to the client. 

[0139] In a step S69 the processing server deter- 
mines whether the client started an interactive session, 
e.g. whether the client wishes to control an application 
program running at the client. 

[01 40] In case the client started an interactive session 
the flow returns to step S66 wherein the client transmits 
further instructions regarding the requested data. For 
example, in case the session concerns the visualization 
of a document including scrolling, further instructions 
from the client could relate to scrolling through the doc- 
ument. Further, in case parts of a document should be 
edited, further instructions could specify parts of a doc- 
ument to be edited. In this case, after editing the edited 
part of the document would be transmitted back from 
the client to the processing server and introduced into 
the document. 

[01 41 ] In case the client and processing server are not 
involved in an interactive session, the flow of processing 
steps ends. 

[0142] It is noted that all processing steps described 
with respect to Fig. 6 may be realized by a program or 
code sections executed on a system of data processing 



devices. 

[01 43] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 7. Fig. 7 
shows a flow of messages transmitted between the dif- 
5 ferent entities of an access system according to an em- 
bodiment of the invention. 

[0144] In Fig. 7 messages are transmitted between 
the client 1 1 , for example a client application or browser, 
the proxy server 12, the data server 13, the processing 

10 server 15 and the temporary memory means 14. The 
vertical lines indicate evolving time t in downward direc- 
tion at each entity of the system. 
[0145] In a step S701 a request for data is generated 
at the client 1 1 and is transmitted to the proxy server 12. 

15 This request may, for example, include an URL concern- 
ing a "StarWriter" (.sdw) document, a data format part 
of the "StarOffice" suite. The client may be involved in 
a direct communication with the proxy server or through 
a packet switched network, including wireless connec- 

20 tions. In case of a packet switched network the request 
may include a URL which may be translated by a DNS 
(directory network server) into an IP-address (internet 
protocol address) and a port number, e.g. port 80 for a 
HTTP (hypertext transport protocol) connection for a 

25 HTML (hypertext markup language) document. 

[01 46] The proxy server is preferably registered at the 
client as proxy, and therefore requests generated at the 
client will be sent to the proxy server for further handling. 
[0147] Upon receiving the request from the client 11 , 

30 the proxy server 1 2 forwards the request in a step S702 
to the data server 13, preferably including his own net- 
work address. Since, as for example common in net- 
work applications with packet transmission, a request 
may preferably include origination address and destina- 

35 tion address, upon receiving the request transmitted in 
step S702 to the data server, the data server retrieves 
the requested data, e.g. from its memory and transmits 
the data back to the proxy server 12 in a step S703. 
[0148] After receiving the requested data, the proxy 

40 server 12 determines whether the retrieved data need 
to be rendered, i.e. further processed or rewritten, be- 
fore being transmitted to the client for further handling 
including visualization, as it was outlined with respect to 
the previous embodiments 

45 [0149] The step of determining whether rendering is 
necessary may be executed at the proxy server 12 be- 
fore or after receiving the requested data. In case it is 
not possible to determine from the request itself, as 
transmitted from the client 11, whether the requested 

50 data need to be rendered, the requested data will pref- 
erably be retrieved first. 

[0150] In case it is determined that the data need to 
be rendered, the requested data are transmitted in a 
step S704 from the proxy server 12 to the temporary 
55 memory means 1 4 for temporary storage. 

[0151] In case it is determined that the requested data 
do not have to be rendered or further processed, as the 
client may or should itself handle the data, they may di- 
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4 [01 66] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 8. Fig. 8, 
similar to Fig. 7, shows a time sequence of events oc- 
curring at the client 11 , the pre-selection means 51 2, the 
proxy server 12 and the data server 13. 
[0167] In a step S801 a request for data is transmitted 
from the client to the pre-selection means. The request 
for data from the client corresponds to the request for 
data transmitted in step S701 in Fig. 7, with the only dif- 
ference that it is not transmitted to the proxy server, but 
to the pre-selection means. The pre-selection means 
512 may be realized as a hardware unit or as a code 
section containing instructions for execution at a data 
processing device. The pre-selection means 512 may 
be located at the client or may be located remote to the 
client and performs a pre-selection of requests tor data 
into requests requiring rendering of data and requests 
not requiring rendering of data and for transmitting re- 
quests requiring rendering to the proxy server and di- 
rectly retrieves data in case it is determined that the re- 
quested data do not require rendering before transmis- 
sion to the client. 

[0168] The pre-selection may be based on the data 
type of the requested data and thus may be obtained 
from the request itself or may be determined based on 
further heuristics. It is also possible that the pre-selec- 
tion depends on a domain name included into the re- 
quest, as outlined before. 

[0169] In case it is determined at the pre-selection 
means that a request requiring rendering is present, this 
request is transmitted from the pre-selection means 512 
to the proxy server 12 in a step S802. 
[0170] In this embodiment the proxy server is prefer- 
ably registered at the client, i.e., at the pre-selection 
means as a proxy for all requests determined at the pre- 
selection means to require rendering, all other requests 
are directly executed. 

[0171] The proxy server forwards the request to the 
data server 13 in step S803 and which transmits the re- 
quested data in step S804 to the proxy server 1 2. These 
steps correspond to steps S702 and S703 described 
with respect to Fig. 2. 

[01 72] Thereafter the proxy server confirms whether 
rendering is indeed required, based on the retrieved da- 
ta, and stores the data in the temporary memory means 
or transmits the data back to the client, depending on 
the determination resull, as for example described with 
respect to previous embodiments. The rendered data 
may be transmitted from the processing server 1 5 to the 
client 11 directly or may be transmitted from the process- 
ing server through the pre-selection means 512 to the 
client 11. 

[0173] The subsequent steps executed for rendering 
and transmitting the rendered data to the client corre- 
spond to the further steps previously described with re- 
spect to Fig. 7. 

[01 74] However, if it is determined at the pre-selection 
means 512 that a request for data was received from 



the client 11 which does not require rendering of data, 
a direct retrieval message is sent from the pre-selection 
means to the data server 13 in step S810, e.g. via a 
packet-switched network. The data server 13 upon re- 

5 ceiving the message from the pre-selection means 
transmits the data either directly to the client 11 or 
through the pre-selection means. 
[0175] In the following a further embodiment of the in- 
vention will be described with respect to Fig. 9. Fig. 9 

w shows a schematic block diagram of functional entities 
of an access system according to an embodiment the 
invention. 

[0176] A first client denoted with reference numeral 
111 is shown to be part of public network 19. A second 

15 client denoted with reference numeral 112 is shown as 
part of the local area network 1 8. The first client 1 1 1 may 
be connected to the local area network via the wide area 
network or directly via a dedicated communication line 
such as a telephone line. Data transmission may be en- 

20 crypted. 

[0177] Further, Fig. 9 shows three processing servers 
151, 152 and 153, wherein processing servers 151 and 
152 are part of the local area network 18 and wherein 
the third processing server 153 is part of the public net- 
25 work. 

[0178] Still further, Fig. 9 shows four data servers 1 31 , 
132, 133 and 134, wherein the data servers 131, 132 
and 133 are part of the wide area network 19 and the 
fourth data server 134 is part of the local area network 
30 18. Of course, an arbitrary number of clients, proxy serv- 
ers, processing servers and data servers may be pro- 
vided inside the local area network and/or in the wide 
area network. 

[0179] In case a request for data is generated by the 
35 first client 1 1 1 , it will be transmitted either via a dedicated 
line or the wide area network 1 9, e.g., including wireless 
transmission, to the local area network and to the proxy 
server 12. 

[0180] In case a request for data is generated at the 
40 second client 112, which is part of the local area network 
18, it will be transmitted through the local area network 
to the proxy server 12. 

[0181] Upon receiving the request from any of the 
shown clients, the proxy server 12 will retrieve the re- 

45 quested data from an appropriate one of the data serv- 
ers 131, 132, 133 and 134. In case the corresponding 
data server is part of the local area network, the retrieval 
of the data by the proxy server may be executed through 
the local area network, in case the data server is part of 

so the wide area network 19, the requested data will be 
transmitted from the wide area network to the local area 
network. This transmission may cross a firewall (not 
shown), protecting the local area network from unau- 
thorized access from the outside. 

55 [0182] A firewall generally is a method for keeping a 
network secure. It can for example be implemented in 
a router that filters out unwanted packets, or it may use 
a combination of technologies in routers and hosts. Fire- 
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containing instructions for establishing a communi- 
cation link between the client and the processing 
server and for receiving the rendered data from the 
processing server 15; 151 , 152. 153; 43. 

5 

8) Access system according to 1), wherein the 
proxy server 1 2; 42 includes a code section contain- 
ing instructions for direct transmission of the re- 
quested data to the client in case it is determined 

by determining means 422 that the requested data 10 
do not have to be rendered before transmission to 
the client. 

9) Access system according to 1), wherein the client 

11; 111, 112; 41; 51 includes a code section con- 15 
taining instructions for performing a pre-selection of 
requests for data into requests requiring rendering 
of data and requests which do not require rendering 
of data and for transmitting requests requiring ren- 
dering to the proxy server 12; 42, and for directly 20 
retrieving data in case it is determined that the re- 
quested data do not require rendering before trans- 
mission to the client. 

1 0) Access system according to 2) or 3), wherein at 25 
least the proxy server 1 2; 42, the processing server 
and the temporary memory means are connected 

by a local network 1 8. 

11 ) Access system according to 1 ), comprising so 
a plurality of processing servers; 

a code section containing instructions to deter- 
mine at least one of the processing servers for 35 
rendering; and 

wherein the proxy server 12; 42 includes a 
code section containing instructions for receiving 
requests for data from a plurality of clients and for *o 
retrieving data from a plurality of data servers 13; 
131, 132,133. 

12) Access system according to 1), wherein the 
processing server 15; 151 , 152, 153; 43 includes a «5 
code section containing instructions for transmitting 
the rendered data to the client 11; 111, 112; 41; 51 

on a return path including the proxy server 12; 42. 

13) Access system according to 1), wherein the 
processing server and the proxy server are consti- 
tuted by a single data processing device. 

14) A client may be adapted to cooperate with the 
access system according to 1 ), comprising 55 

a code section containing instructions to gen- 
erate a request for data, 



a code section containing instructions to re- 
ceive and analyse a link message from the ac- 
cess system; and 

a code section containing instructions for es- 
tablishing a communication link between the 
client and the processing server and for receiv- 
ing rendered data from the processing server. 

15) The client according to 14) may comprise a 
code section containing instructions for performing 
a pre-selection of requests for data into requests re- 
quiring rendering of data and requests which do not 
require rendering of data and for transmitting re- 
quests requiring rendering to the proxy server 12; 
42, and for directly retrieving data at the client in 
case it is determined that the requested data do not 
require rendering before transmission to the client. 
According to another embodiment of the invention, 
a proxy server of the access system may be consti- 
tuted as follows: 

16) Proxy server for accessing data in a network, 
comprising 

a code section containing instructions for re- 
ceiving a request for data from a client 11; 111, 
112; 41; 51, 

a code section containing instructions for deter- 
mining whether the requested data have to be 
rendered before transmission to the client and 

a code section containing instructions for au- 
thorizing a processing server 15; 151,152, 153; 
. 43 for rendering the data and for transmitting 
the rendered data to the client 11; 111, 112; 41; 
51. 

1 7) Proxy server according to 1 6) comprising 

a code section containing instructions for re- 
trieving the requested data from a data server 
13; 131, 132, 133, 134, 

a code section containing instructions for stor- 
ing the requested data in temporary memory 
means 14 if it is determined that the requested 
data have to be rendered before transmission 
to the client, and 

a code section containing instructions for au- 
thorizing the processing server 15; 151, 152, 
153; 43 to retrieve the data stored in the tem- 
porary memory means. 

18) Proxy server according to 16) ; wherein the 
proxy server includes a code section containing in- 
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the processing server (15; 151, 152, 153; 43), 
and 

the processing server is arranged to retrieve 
the requested data from a data server (13; 131 , 5 
132, 133, 134) using the address information. 

Access system according to claim 2 or 3, wherein 
the proxy server (12; 42) includes 

10 

means for generating a link message contain- 
ing the address information of the requested 
data; and 

means for transmitting the link message to the is 
client (11; 111, 112; 41; 51). 

Access system according to claim 4, wherein the 
link message further includes at least one of the 
group consisting of 20 

address information of the processing server, 

data type information describing the requested 
data, 25 

a client identifier, and 

a session identifier. 

30 

Access system according to one of the claims 2 - 5, 
wherein the address information of the requested 
data is constituted by an URL and the data type in- 
formation by a MIME type. 

35 

Access system according to one of the claims 4-6, 
comprising at the client a data handler (51 1 ) for es- 
tablishing a communication link between the client 
and the processing server and for receiving the ren- 
dered data from the processing server (15; 151, *<> 
152, 153; 43). 

Access system according to one of the preceding 
claims, wherein the proxy server (12; 42) includes 
means for direct transmission of the requested data 45 
to the client in case it is determined by determining 
means (422) that the requested data do not have to 
be rendered before transmission to the client. 

Access system according to one of the preceding 50 
claims, comprising pre-selection means (512) lo- 
cated at the client (1 1 ; 1 1 1 , 1 1 2; 41 ; 51 ) for perform- 
ing a pre-selection of requests for data into requests 
requiring rendering of data and requests which do 
not require rendering of data and for transmitting re- 55 
quests requiring rendering to the proxy server (12; 
42), and for directly retrieving data in case it is de- 
termined that the requested data do not require ren- 



dering before transmission to the client. 

10. Access system according to one of the claims 2-9, 
wherein at least the proxy server (12; 42), the 
processing server and the temporary memory 
means are connected by a local network (18). 

11. Access system according to one of the preceding 
claims, comprising 

a plurality of processing servers; 

means to determine at least one of the process- 
ing servers for rendering; and 

wherein the proxy server (12; 42) is arranged 
to receive requests for data from a plurality of clients 
and to retrieve data from a plurality of data servers 
(13; 131,132, 133). 

12. Access system according to one of the preceding 
claims, wherein the processing server (15; 151, 
152, 153; 43) is arranged to transmit the rendered 
data to the client (11; 111, 112; 41; 51) on a return 
path including the proxy server (12; 42). 

13. Access system according to one of the preceding 
claims, wherein the processing server and the 
proxy server are constituted by a single data 
processing device. 

1 4. Client adapted to cooperate with the access system 
according to any of the preceding claims, compris- 
ing 

means to generate a request for data, 

means to receive and analyse a link message 
from the access system; and 

■ 

a data handler (511) for establishing a commu- 
nication link between the client and the 
processing server and for receiving rendered 
data from the processing server. 

15. Client according to claim 14, comprising pre-selec- 
tion means (512) for performing a pre-selection of 
requests for data into requests requiring rendering 
of data and requests which do not require rendering 
of data and for transmitting requests requiring ren- 
dering to the proxy server (12; 42), and for directly 
retrieving data at the client in case it is determined 
that the requested data do not require rendering be- 
fore transmission to the client. 

16. Proxy server for accessing data in a network, com- 
prising 
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a data server (13; 131, 132, 133, 134). 

27. Processing server according to claim 23 or 26, com- 
prising receiving means for receiving an instruction 
message from a data handler (511) at the client to 
establish a communication link between the client 
and the processing server (15; 151, 152, 153; 43). 

28. Client adapted to cooperate with the processing 
server according to claims 25 - 27, comprising 

means to generate a request for data, 

means to receive and analyse a link message 
from the access system; and 

* 

a data handler (511) for establishing a commu- 
nication link between the client and the 
processing server and for receiving rendered 
data from the processing server. 

29. Client according to claim 28, comprising pre-selec- 
tion means (512) for performing a pre-selection of 
requests for data into requests requiring rendering 
of data and requests which do not require rendering 
of data and for transmitting requests requiring ren- 
dering to the proxy server (12; 42), and for directly 
retrieving data at the client in case it is determined 
that the requested data do not require rendering be- 
fore transmission to the client. 

30. Method for accessing data in a network, compris- 
ing: 

receiving a request for data from a client (11; 
1 1 1 , 1 1 2; 41 ; 51 ) at a proxy server (1 2; 42); 

determining whether the requested data have 
to be rendered before transmission to the client; 

rendering the data at a processing server (15; 
151, 152, 153; 43); and 

transmitting the rendered data to the client (11; 
111, 112; 41; 51). 

31. Method according to claim 30, comprising 

retrieving the requested data from a data server 
(13; 131, 132, 133, 134); 

storing the requested data in temporary mem- 
ory means (14) if it is determined at the proxy 
server (12; 42) that the requested data have to 
be rendered before transmission to the client; 
and 

retrieving the data stored in the temporary 



memory means by the processing server (15; 
151,152, 153; 43). 

32. Method according to claim 30, wherein 

5 

the proxy server (12; 42) transmits address in- 
formation of the requested data to the process- 
ing server (15; 151,152, 153; 43), and 

10 the processing server retrieves the requested 

data from a data server ( 1 3; 1 31 , 1 32, 1 33, 1 34) 
using the address information. 

33. Method according to claim 30 - 32, comprising 

15 

generating a link message containing address 
information of the requested data; and 

transmitting the link message to the client (11 ; 
20 111, 112; 41; 51). 

34. Method according to claim 33, wherein the link mes- 
sage further includes at least one of the group con- 
sisting of 



25 



30 



address information of the processing server, 

data type information describing the requested 
data, 

a client identifier, and 
a session identifier. 



35 35. Method according to one of the claims 30 - 34, 
wherein the address information of the requested 
data is constituted by an URL and the data type in- 
formation is a MIME type. 

40 36. Method according to one of the claims 30-35, com- 
prising activating a data handler (511) for establish- 
ing a communication link between the client and the 
processing server and for receiving the rendered 
data from the processing server (15; 151, 152, 153; 

45 43). 

37. Method according to one of the claims 30-36, com- 
prising directly transmitting the requested data to 
the client in case it is determined by the determining 

so means (422) that the requested data do not have to 
be rendered before transmission to the client. 

38. Method according to one of the claims 30 - 37, com- 
prising pre-selecting requests for data into requests 

55 requiring rendering of data and requests not requir- 
ing rendering of data and for transmitting requests 
requiring rendering to the proxy server (1 2; 42) , and 
for directly retrieving data in case it is determined 
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rendering the data at the processing server; 
and 

transmitting the rendered data to the client. 

5 

51 . Method according to claim 50, wherein the process- 
ing server is instructed by a data handler (511) run- 
ning at the client to retrieve the requested data from 
the temporary memory means (14). 

w 

52. . Method according to claim 50, wherein 

the processing server receives address infor- 
mation of the requested data, and 

15 

the processing server retrieves the requested 
data from a data server (13; 131, 132,133, 134) 
using the address information. 

53. A computer readable medium, having a program re- 20 
corded thereon, where the program is to make the 
computer execute the method according to one of 

the claims 30 - 52. 

54. A computer program product comprising the com- 25 
puter readable medium according to claim 53. 
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